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Initial IT Provisioning

Install CIO Support Tool

*Your CIO Liaison and/or Supervisor will assist you with:
— Obtaining your CAC

— Obtaining your NMCI Computer Account \\nadsuswe.nads.navy.mi\DFS_NAVFAC_0

— Taking Cyber Awareness Challenge Training 1$\NAVFACHI_B\Apps\CIO_SUPPORT_T

— Completing a Systems Access Authorization Request - Navy OOLdistinstall_supporttool.bat
(SAAR-N) in TWMS

— Obtaining access to share drive(s) business systems and
applications:

How to Install CIO Support Tool
1. Copy this link:

2. Press the Windows Logo Key + R

3. Paste the copied link above into the text
box, and press the ENTER key.

4. A shortcut named “CIO Support Tool”
should now be on your desktop.

5. Click on the shortcut to use the tool.
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NMCI Network Account Request
Process

. ‘Establishing a New User's email, Computer. and Internet Access

NAVFAC Web Portal
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https://www.navfac.navy.mil/navfac_worldwide/pacific/fecs/hawaii.html
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NAVFAC Web Portal (Cont.) NAVFAC HI CIO SUPPORT

NATAG submit an STS ticket through this site NATAG

https://hub.navfac.navy.miliwebcenter/portal/hi/Support+Lines/Com

https://hub.navfac.navy.mil/ mand-+Information+Office/CIO+HH+IT+Support
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NAVFAC Headquarters
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Computer Accommodation Program NMCI & Access Awareness
NATFAC NATFAC
+«Computer Accommodation Program can help employees with *NMCI Help Desk
special needs: —NMCI account/login, hardware problems, MS Office, printing issues

—Blind / Low Vision —Call 1-866-843-6624, Submit online request, or Email
—Communication
—Deaf / Hard of Hearing +Data Backup
—Dexterity — NMCI does not backup the data on your computer.
—Anything else. — Recommend backing up critical data to H: (Home) drive.

*The website address is: www.cap.mil
* NAVFAC Single Sign On (SSO) Account
—sso.navfac.navy.mil/register/registration_form.jsp
— Register for account to access NAVFAC portal applications.

» Check with supervisor for Enterprise applications & access
—e.g. STS, MAXIMO, ieFACMAN, SLDCADA, share drives

NAVFAC HI CIO 12 NAVFAC HI CIO




New Hire Onboarding Folder
Document 16

NAVFAC Single Sign On (SSO) Account

sso.navfac.navy.mil/register/registration_form.jsp
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User Agreement - Part |

**EXPECT NO PRIVACY **

22 USER AGREEMENT - STANDARID WANDATORY NOTIGE AND CONSENT PROVISION
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Part Il

User Agreement

Part Il

User Agreement

USER RESPONSIBILITIES:

xmmmmmmnmlmm

I understand that to ensure the confidentiality, integrity, availability, and security of Navy Information Technology (IT) resources and - Auto-forward any e-mail unt (e.g., com). .
nformation, when using those resources, | shall: Eypass seese i st 1A or Computer Firewalls, Content Fiters, Proxy Servers, Anti-Virus Programs).
disclosure, destruction, or misuse. - Introduce or use: Software, frmware, or hardware on any Navy IT fesource.
- Protect Controlled Unclassified Identifiable information to prevent - Relocate or it v Local IA Authority (Le.,
unauthorized access, Wﬂ"l hmuevmﬂ. or exmm of the information. A
- Protect (g required for attne asthe - Use personally owned hardware, software, shareware, or Local 1A Authorty.
Hghestcasacaton o o) nfomanon etosea . exe, com, 1bs, or Local IA Authority
‘ommon Alhmm Logon Token (AI.T) Personal IdBﬂmY Vonﬁcawn (PIV), National Security
etc)at. ﬂII nmes I not be ecured. X
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Report Pll breaches licable procedures. vy 1T 4 > chain leffers, un i S
- s oyt data, control nformation, oftware, hardware, and fimware for which | am authorized access by the cognizant Department of the Sokcling o oo Eoiin,

5 . have the appropriate security clearance. Assume only those roles and privileges for information and P11, and other ncompatble i
which | am authorized. m ., Secret onto
: cies and and aNavy information system. Unciassied).
- Digitally sign in accordance
- Employ DOD, DON,
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Use of Government Communication

Authorized Personal Communications

Systems NATaG
What are Government Communication
Systems?
— Email
— Internet =
— Telephones @

— Fax machines

— Digital Senders

— Cell phones

— Multi-Function Devices

For official use and authorized purposes only

At Virtual orientation briefings/on-boarding, the Naval Facilities Engineering System
Command, Hawail/CIO division provides notification to users of DoD telecommunications and
information systems that discussion or transmission of classified information on non-secure
systems and/or devices is prohibited. For authorized purposes, these systems are subject to
monitoring and usage constitutes consent to monitoring

Authorized “personal communications” from office
can be made as long as they:

= Don’t adversely affect official duties

= Are of “reasonable” duration & frequency

= Don’t overburden the communication system
= Create no significant additional cost to DoD

T
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Common Not-To-Do

+DO NOT Plug USB thumb drive into your work computer.

+DO NOT Charge your phone from your work computer.

+DO NOT Visit unauthorized websites (e.g., pornography or gaming).
+DO NOT Download unauthorized software (e.g., virus or worm).

ALL of the above will trigger NMCI to restrict logon hours on your
account.

What to look for:

«Is the email from a legitimate sender?

«Is the website link from a legitimate source?
«Does my action violate the user agreement?
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